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Foreword 

‘We cannot solve our problems with the same thinking we used 
when we created them’     

Albert Einstein 

Red teaming in Defence 

Our doctrine, practices and procedures for delivering Defence business are 
based on science and analysis.  They are intended (on the whole) to allow us 
to make the best possible decisions, produce robust plans and develop good 
products.  However, Defence is an organisation founded on a set of people 
with a specific culture, and way of thinking and operating.  As with any human 
system, the organisation is fallible; susceptible to beliefs, biases and 
constraints1 which may skew our decision making and analysis. 

These human and organisational factors which drive Defence and military 
thinking are the greatest determinant of the success or failure of our military 
operations and other endeavours.  Red teaming is a practical response to 
overcoming the complex problems introduced by our human frailties, helping 
us to recognise them and correct our thinking and analysis before faulty 
judgements are cemented in the minds of key decision makers.  This guide 
offers simple advice in the use, and practise of, red teaming in Defence and 
aims to further raise its profile. 

A guide, not a technical manual 

We have designed this publication to act as an introduction and guide to 
those approaching the subject of red teaming.  It is not intended to act as a 
detailed technical manual.  

This guide is a living document and any comments, suggestions or 
contributions will be welcome. 

Director Concepts and Doctrine 

                                                 
1 Dynamics described in DCDC’s Joint Doctrine Note (JDN) 3/11, Decision-Making and Problem Solving: Human and 
Organisational Factors. 
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Preface 

‘Any man who reads too much and uses his own brain too little 
falls into lazy habits of thinking.’ 

Albert Einstein 

1. Red Teaming Guide is designed to introduce and guide those who 
wish to practise or use red teaming.  It describes the concept of red teaming 
and its core ideas, the roles of those using and participating in red teaming, 
guidelines for good red teaming and a ‘how to’ guide in terms of applying red 
teaming to a specific problem.  It supersedes the previous (first) edition of the 
Guide to Red Teaming published in February 2010. 

2. The Guide is split into four chapters.  Chapter 1 provides a brief 
history and addresses the ‘what and why’ of red teaming.  It provides an 
overview of red teaming, highlighting potential benefits as well as outlining 
how and where red teaming techniques may be employed.  Chapter 2 
describes how to establish the right conditions for successful red 
teaming.  It gives the responsibilities and desired characteristics of the 
participants and users of red teaming.  It also provides guidelines and golden 
rules for red teaming.  Chapter 3 addresses the ‘how’.  It explains how red 
teaming should be applied and the key red team tasks.  Chapter 4 
describes how to apply red teaming techniques to specific Defence 
problems of campaign planning, policy, doctrine and concept development, 
and acquisition. 

Linkages 

3. The Red Teaming Guide is linked with Joint Doctrine Publication (JDP) 
5-00 (2nd Edition), Campaign Planning; JDP 04, Understanding; JDP 3-00 
(Edition 3, Change 1), Campaign Execution; Wargaming Guide;2 and Joint 
Doctrine Note (JDN) 3/11, Decision Making and Problem Solving: Human and 
Organisational Factors.  This publication is also linked with NATO’s emerging 
work on Alternative Analysis: Bi-Strategic Command Analysis Concept – A 
Decision Support Capability, NATO, 1 March 2012. 

                                                 
2 This publication is due to be published Spring 2013. 
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  Overview 

Chapter 1 – Overview 

101. Red teaming is increasingly recognised as a valuable tool for 
commanders, leaders and managers, both within and outside the MOD.  This 
guide is designed to provide information on the use, and conduct of, red 
teaming, as well as improving its profile and use throughout the Defence 
community.  It is not intended to be a check list of actions or tasks.  Rather it 
is a compendium of ideas and information designed to assist red teaming 
practitioners and end users so they can derive the most benefit from the    
tool set.  

Red teaming – An overview 

102. The idea of using red teams has been around for a long time. 
Commercial enterprises, such as IBM, and government agencies such as 
Defence Intelligence and the Central Intelligence Agency, have long used 
them to reduce risks and to 
improve their problem solving. 
The need for red teaming in 
Defence was also highlighted 
by the report from the Defense 
Science Board Task Force on 
the Role and Status of 
Department of Defense Red 
Teaming Activities.1  The 
report recommended that the 
use of red teams be 
inculcated across the 
department to challenge emerging concepts and to temper the complacency 
that often follows success.   

103. Over the last couple of years, red teaming has become more widely 
used in the UK.  It is now recognised as a major aid to decision making in the 
planning and policy functions of Defence. 

 

                                                 
1 Office of the Undersecretary of Defense for Acquisition, Technology and Logistics.  Defense Science Board Task 
Force, The Role and Status of DoD Red Teaming Activities 2003. 
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What is red teaming? 

104. A red team is a team that is formed with the objective of subjecting an 
organisation’s plans, programmes, ideas and assumptions to rigorous 
analysis and challenge.  Red teaming is the work performed by the red team 
in identifying and assessing, inter alia, assumptions, alternative options, 
vulnerabilities, limitations and risks for that organisation.2  Red teaming is a 
tool set.  Using it will provide the end user (commander, leader, or manager) 
with a more robust baseline for decision making. 

105. The US model varies slightly in that it holds that different teams will 
carry out the specific functions of conceptual challenge, wargaming and 
technical terms to examine gaps and vulnerabilities.  Our model makes no 
such differentiation. 

106. Red teaming should not be confused with the ‘red cell’3,4 function 
which is normally performed by J25 branch that are supporting operational 
planning.  Each has a specific role, but often they may work together for the 
overall benefit of the end user.  Chapter 4 of this guide explains in detail how 
the red team and the red cell are used within the operational planning 
process. 

Definitions 

Red teaming 

107. There are a number of approaches to red teaming and they have 
produced various definitions of red teaming which can be found in British and 
American defence publications.6  However, as a result of practical experience 
gained since 2009, we propose the following definition to represent the UK 
military approach to red teaming.  It is a practical rather than academic 
definition. 

                                                 
2 After Defence College of Intelligence, Intelligence Analysis course book, 2007. 
3 See lexicon. 
4 DCDC, Joint Doctrine Publication (JDP), 2-00, (3rd Edition), Understanding and Intelligence Support to Joint 
Operations. 
5 The military designation for the joint intelligence staff within a headquarters. 
6 For example, JDP 5-00, Campaign Planning, (2nd Edition) and University of Foreign Military and Cultural Studies Red 
Team Handbook version 5, April 2011. 
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Red teaming is the independent application of a range of structured, creative 
and critical thinking techniques to assist the end user make a better informed 
decision or produce a more robust product. 

Alternative analysis 

108. Recently, NATO has been developing its own approach to the subject, 
which they have elected to call, ‘alternative analysis’.7  The UK red teaming 
definition sits easily within this approach.  The current working NATO 
definition is: 

Alternative analysis is the deliberate application of independent critical 
thought and alternative perspectives to improve decision making. 

Why red team? 

109. Organisations establish red teams to challenge aspects of their own 
plans, programmes and assumptions.  It is this aspect of deliberate challenge 
that distinguishes red teaming from other management tools, although there 
is not a sharp boundary between them. 

110. Defence’s recent emphasis on red teaming implies that it is new. 
However, throughout history military theorists have referred to the core 
concepts of red teaming.  Some long-held military axioms contain echoes of 
red teaming.  Sun Tzu’s, ‘…if ignorant of both your enemy and yourself you 
are bound to be in peril…’8 supports understanding the environment through 
the adversary’s perspective and recognising our own weaknesses. 
Clausewitz reiterated the need for critical analysis and the challenging of 
conventional wisdom and assumptions:  

                                                 
7 Bi-Strategic Command Alternative Analysis Concept – A Decision Support Capability, NATO, 1 March 2012. 
8 Sun Tzu, The Art of War, Oxford University Press, 1963. 
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‘The influence of theoretical truths on practical life is always 
exerted more through critical analysis than through doctrine...It 
is vital to analyse everything to its basic elements, to 
incontrovertible truth.  One must not stop half-way, as is so 
often done, in some arbitrary assumption or hypothesis.’9 

Carl Von Clausewitz 

The frailty of the human condition 

111. All decision makers, and their teams, are subject to bias, emotion and 
the need to simplify complex problems by the use of assumptions and 
models.  The human tendency to be biased has evolved to allow us to 
achieve our objectives more efficiently by predisposing us to give more 
weight to information that leads us in a desired direction.  Strong emotions 
leave us more vulnerable to our inherent biases and can lead to an over 
focussing on the principal task at the expense of other factors.10  Most poor 
decisions are the result of false assumptions and individual bias which cause 
the decision maker to ignore alternative explanations and, in the worst case, 
intentionally disregard information that does not fit the script.11  These 
challenges facing decision makers are detailed in Joint Doctrine Note 3/11, 
Decision Making and Problem Solving: Human and Organisational Factors.12  
The red team uses its thinking and techniques to break these mind-sets and 
identify the dynamics that can lead to faulty analysis and conclusions. 

112. Recent operational lessons13 suggest that we must improve our 
decision making in the planning and execution of operations; wider 
sources14,15,16 indicate this improvement is required, not only in the front line, 
but also in the support and policy areas.  Red teaming is applicable across 
all areas of Defence.  When applied properly, it substantively improves the 
decision making process. 

! 

                                                 
9 Carl Von Clausewitz, On War, ed. Michael Howard and Peter Paret (Princeton, New Jersey: Princeton University 
Press) 1976. 
10 R J Dolan, Emotion, Cognition and Behaviour, ‘Science’, Vol 298 No 5596, 2002. 
11 Defence College of Intelligence, Intelligence Analysis Course book, 2007. 
12 DCDC, Joint Doctrine Note 3/11,  Decision making and Problem Solving: Human and Organisational Factors, 2011. 
13 DCDC Strategic Lessons Study for the Defence Wide Lessons Reference Group 2011.  DOC Audit for Operation 
TELIC 2010. 
14 Op.Cit., Charles Haddon-Cave QC and Bernard Gray. 
15 Op.Cit., Lord Levene.  
16 Op.Cit., Bernard Gray 
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Applications 

113. Red teaming is beneficial across Defence.  In particular, it can be 
applied to:  

 concept development; 

 campaign development;  

 force development; 

 operational planning; 

 intelligence; 

 security; 

 event planning; 

 development of training and doctrine; and 

 technology assessment. 

If you are leading, commanding or managing a planning, development, or 
acquisition activity then red teaming should be used. !

Using red teaming 

114. Red team activities vary in purpose, scope and process according to 
the context and the product under consideration.  In particular, we may 
establish red teams to: 

 challenge assertions and assumptions, and identify faulty logic or 
flawed analysis; 

 assess the strength of the evidence base or the quality of the 
information; 

 identify alternative options or outcomes and/or explore the 
consequences of a specific course of action; 

 test a system, plan or perspective through the eyes of an 
adversary, outsider or competitor; 

 understand the options available to adversaries and other actors;  
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 understand the perspectives and likely actions of partners, locals 
and other influential actors; and 

 assess the potential for surprise and strategic shock. 

Benefits 

115. The red team provides the end user with an independent capability to 
critically consider concepts, projects, plans and operational designs; thereby 
leading to improved decision making.  Although red teaming can be readily 
used to challenge assumptions based on quantitative factors (structures, 
capabilities, geography and so on) it is uniquely useful in helping to 
identify and understand the impact of qualitative factors (attitudes, 
reactions, perspectives and so on). 

! 

Plans are based on assumptions… 
…assumptions are based on understanding… 

…the better the understanding, the better the plan. 

116. The specific benefits of red teaming include: 

 broader understanding of the operational environment; 

 filling gaps in understanding; 

 identifying vulnerabilities, opportunities, risks and threats; 

 identifying bias, group-think, flawed assumptions and the 
tendency to jump to conclusions; 

 revealing how external influences, adversaries or competitors 
could affect plans, concepts and capabilities; 

 identifying second- and third-order effects and unforeseen 
consequences; 

 identifying further or improved measures of effectiveness; 

 identifying the need for contingency plans; and 

 more focused intelligence collection and improved information 
requirements. 
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117. The ultimate benefit of red teaming is that it assists the end user to 
make a better informed decision or to produce a more robust product. 
However, despite its many advantages, red teaming is not a silver bullet, its 
credibility hinges on the: 

 quality and experience of the team;  

 approach and toolset; and  

 support of the leadership.  

An uninformed, overconfident or biased red team is unlikely to add value, and 
may be detrimental to the project.  Furthermore, the product of a successful 
red team will be of no benefit if it is rejected or not considered by the end 
user.  Guidance on how to build, and employ, effective red teams, and 
conduct successful red teaming is given in Chapter 2 of this guide and 
detailed instruction in red teaming practice and techniques is in Chapter 3. 

‘We see people and things not as they are, but as we are’17 

Anthoney de Mello 

 

 

 

 

 

 

 

 

 
                                                 
17 Anthony de Mello, Awareness, 1992. 

Red Teaming Guide (2nd Edition)  1-7 



Overview   

1-8 Red Teaming Guide (2nd Edition) 

Notes: 



  Successful red teaming 

Chapter 2 – Successful red teaming 

201. Red teaming is important but it is neither easy nor often done well.  It 
has attracted a ‘buzzword’ status and is often reduced to a box-ticking 
exercise rather than the robust intellectual challenge activity that it should be. 
Chapter 2 provides guidance on how to set about and conduct successful red 
teaming. 

202. Red teaming activities range from scrutinising and challenging 
emerging thoughts, ideas and underpinning assumptions, to considering the 
perspectives of adversaries, competitors or outsiders.  Our analysis should 
enable the end user to make choices and select preferred options.  The end 
user should also be more cognisant of the threats, alternatives, weaknesses 
and downstream consequences associated with each option that they are 
considering. 

The role of the end user 

203. A red team needs a scope, charter and reporting relationship with the 
end user that fit both its role and the overarching task.  End users should fully 
support the red team and intend to use its products as part of their decision 
making process.  Red teaming can only thrive in an environment that 
tolerates and values internal criticism and challenge. 

204. To make sure we use red teaming successfully, the end user needs to:  

 appoint a red team leader who has been exposed to red teaming 
techniques;1 

 establish the red team as a discrete entity without broader tasking 
in the project to protect their impartiality;  

 provide all the required information to complete the task 
successfully; 

 give clear objectives, defining the scope, timeframe and delivery 
mechanism for the task; 

                                                 
1 Ideally, one who has attended a DCDC red team leader briefing. 
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 develop a good working relationship, including regular contact 
with the red team leader; 

 be accessible to the team leader throughout the task; 

 engage with, and listens to, the red team; 

 give due weight to the red team’s findings and use them where 
appropriate; 

 protect the red team from unwarranted criticism and negative 
reaction; 

 ensure that the red team findings are heard, and acted on, by 
senior decision makers; and 

 give constructive feedback on how the red team has performed in 
terms of its analysis and delivery of the outcomes. 

Guidelines for good red teaming 

205. The art of good red teaming is founded on the following guidelines 
being applied by the end user. 

Guidelines for good red teaming 

1. Plan red teaming from the outset.  It cannot work as an afterthought. 

2. Create the right conditions.  Red teaming needs an open, learning 
culture, accepting of challenge and criticism. 

3. Support the red team.  Value and use its contribution to inform 
decisions and improve outcomes. 

4. Provide clear objectives. 

5. Fit the tool to the task.  Select an appropriate team leader and follow 
their advice in the selection and employment of the red team. 

6. Promote a constructive approach which works towards overall success. 

7. Poorly conducted red teaming is pointless; do it well, do it properly. 
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206. End users should use the following steps to make sure that they do all 
of the tasks above. 

Steps for the end user 

Step 1 – Identify the specific task that they are to undertake  

Step 2 – Identify an appropriate red team leader and potential red team 

Step 3 – Task and empower the red team leader 

207. Step 1 – Identify the specific task that they are to undertake.  This 
may range from scrutinising underpinning data and assumptions through to 
considering the project or plan in its entirety.  

208. Step 2 – Identify an appropriate red team leader and potential red 
team.  The team must possess the right mix of skills and expertise necessary 
to address the problem.  It is likely to comprise a combination of:  

 critical and creative thinkers; 

 subject matter experts; 

 analysts; 

 cultural advisors; and 

 role players. 

To achieve such a team, the end user may require a reachback capability 
through which they can call on wider expertise.  Most importantly, the size 
and membership of the red team should match the task in hand.  Red 
teaming should not be considered a ‘one-size-fits-all’ activity. 

209. Step 3 – Task and empower the red team leader.  The end user 
needs to provide the red team leader with guidance, clear objectives and 
terms of reference, where necessary.  The red team leader should be 
allowed to run the team, employing the techniques that the leader feels 
are appropriate to the task.  This may involve endowing the red team with a 
degree of latitude to explore the problem on a broad base and spend time 
thinking in areas not originally specified. 

!
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Role of the red team leader 

210. The choice of the red team leader is arguably the most important 
factor in successful red teaming.  A weak team leader is unlikely to have the 
impact or to generate the traction necessary for the team’s ideas and findings 
to be acted upon.  Conversely, a good red team leader will act as a force 
multiplier for the team, magnifying their effect and identifying the channels to 
provide the engagement necessary for their findings to have influence. 

211. After being appointed by the end user, the red team leader should: 

 build a constructive relationship with the end user; 

 advise the end user on the best use of the red team for the task; 

 build a robust red team by selecting individuals appropriate to the 
task; 

 choose the tools and techniques used to address the issue (using 
subject matter expert’s advice where necessary); 

 ensure that the red team have the necessary information and 
resources to conduct the task; 

 organise and manage the red team, ensuring that it meets its 
objectives; 

 act as a facilitator within the red team helping them to generate 
ideas and meaningful outputs; 

 ensure the quality of the red team’s product; 

 record the red team findings; and 

 deliver the red team product. 

212. Red team leaders are both facilitators and figureheads.  In the role of 
facilitator, they should guide and manage the team in completing their task as 
well as maintaining their focus to help them to generate ideas and capture 
their findings.  Some very talented individuals are not naturally suited, 
temperamentally or motivationally, to red teaming.  The skill of the red team 
leader is in accommodating a diverse set of individuals who may hold novel 
views and making sure that they produce meaningful outputs. 
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213. As the team figurehead, the red team leader is the conduit through 
which the team works to the end user.  Therefore, the red team leader needs 
excellent negotiating, communication and diplomatic skills.  They need to 
develop a rapport with key players (commander, chief of staff, staff, project 
manager, and so on).  They may also have to importune2 for information and 
negotiate a seat at the decision maker’s table. 

214. These responsibilities may, at times, place conflicting demands on the 
red team leader’s time.  So, they will need to be adept in managing their 
presence with the team, while concurrently being the primary red team 
advisor to the end user. 

The red team 

‘Red teaming is largely an intellectual process…. more an art 
than a science…. requiring Red Team members to possess 
superb critical and creative thinking skills’.3 

215. A red team should be tailored appropriately for the project being 
considered.  Critical and creative thinkers will form the core of the team.  
The wider team may comprise a diverse mix of skills and experience or may 
be focused in one particular area, depending upon the issue being 
addressed.  There is a need to include experts, but there must also be room 
for people who are able, and unafraid to ask, naïve questions.  The team may 
be formed from a wide range of sources including MOD staff, Dstl4 analysts, 
partners across government, subject matter experts, academia, industry and 
commerce, think tanks, diaspora and international partners. 

216. Size.  The size of the team is important.  The team can constitute as 
few as two to over 25, dependent upon the task.  However the optimum 
number for a red team is generally considered to be between five and nine.  
The reasons for this are two-fold; when a team exceeds nine, facilitation 
becomes unwieldy, and, when a team is fewer than five creativity starts to 
decline.  When faced with problems requiring very large red teams, the red 

                                                 
2 The Concise Oxford English Dictionary defines ‘importune’ as: harass with persistent requests amongst other things. 
3 Op.Cit., UFMCS Red Team Handbook. 
4 Defence Science and Technology Laboratory.  A trading fund within the MOD providing, in this case, operational 
analysts from the Systems Departments. 
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team leader may divide them into smaller sub-teams to address particular 
issues separately while maintaining an overarching control. 

Choosing the Right Red Team 

‘Red teams are quintessential heretics.  They are constantly 
trying to overthrow expectations’5 

Dr Jim Schneider 

217. Successful red teaming depends on using the right people.  A red 
team should include members who possess a mix of these characteristics: 

 intellect and imagination; 

 analytical skills; 

 critical and creative thinking skills; 

 ability to see things from alternative perspectives; 

 confidence to challenge traditional thinking; 

 ability to think strategically (able to connect the dots); 

 attention to detail; 

 ability to ask questions that stimulate thought without creating 
conflict; 

 communication skills; and 

 self awareness.  

218. Dependent upon the task, red teams may also require individuals with: 

 familiarity with different cultural perspectives, cultural appreciation 
and empathy; 

 expertise in specific operational analysis techniques; 

 understanding of the aims and objectives of other relevant parties 
(for example, partners and neutrals); 

                                                 
5 Dr Jim Schneider, Professor of Theory, School of Advanced Military Studies, Fort Leavenworth. 
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 knowledge of the relevant organisational philosophy, theory and 
doctrine; 

 knowledge of the relevant capabilities and developments; and 

 understanding of the wider context. 

Whatever their background, in addition to the attributes above, red teamers 
must bring an open and agile mind to the problem. !

The golden rules of red teaming  

219. There are many factors which can influence the success and impact of 
the red team.  However, red teaming is critically dependent on a realistic time 
frame, the quality of the product and results being presented to key decision 
makers in time to be acted upon.  Therefore, effective red teaming is founded 
upon some golden rules. 

The golden rules of red teaming 

1. Timeliness.  The product must be delivered in time to be useful 
to the end user. 

2. Quality.  The work of the red team must be of high quality to 
retain the the team’s credibility and the product’s usefulness. 

3. Access.  Present your findings at the correct level within the 
end user’s team if it is to influence the decision maker. 

!

Failure to meet any of these criteria means that success in red teaming is 
unlikely. 
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Chapter 3 – Red teaming in practice 

301. In this chapter, we describe good practice for red teaming.  We also 
provide details of the most common techniques available to the red team. 

Red team activities 

302. The red team’s objectives will determine its shape and scope.  In turn, 
the scope determines the activities that the red team will undertake.  These 
activities are not discrete.  Rather, they are part of synergistic process that is 
both incremental and iterative.  An outline of how these activities can be 
employed is shown in Figure 3.1.  This is not a template or a rigid process 
for red teaming, it is a framework which can be used to shape how the 
selected techniques may be applied to a particular problem.  It also shows 
how the product from one technique can be used to reinforce the 
effectiveness of others. 

!
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Figure 3.1 – A framework for red teaming 
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303. It is misleading to regard this process as linear and the techniques 
within it as discrete.  The process is iterative and the phases depicted may 
not be as clearly bounded as Figure 3.1 suggests.  Successfully applying 
these techniques is a critical element of the red team leader’s art and 
demands both subtlety and skill.  

304. Figure 3.1 describes the three key phases that the red team may do 
when considering a problem.  These phases have a broadly logical order, 
asking specific questions of the information presented to the red team. 

• Diagnostic phase.  Is the information accurate, well-evidenced, 
logical and underpinned by valid assumptions? 

• Creative phase.  Is the problem artificially constrained; have all 
possible options been considered; have the consequences been 
thought through? 

• Challenge phase.  Are the options offered robust; are they 
resilient to shock, disruption or outright challenge; which of the 
options is the strongest; what are the chances of a successful 
outcome? 

305. After completing each phase, the red team should check back to make 
sure that any new findings or information have been subjected to the same 
diagnostic scrutiny as the initial information provided.  Iteratively applying red 
teaming ensures that the final product has been comprehensively examined. 

Diagnostic phase 

306. When presented with a problem, the diagnostic phase is usually where 
the red team begins its analysis.  The outcome of diagnostic analysis is often 
dependent upon when it is applied.  When conducted in the initial stages of a 
red team task, it will provide a robust baseline for further analysis or generate 
insights for the creative or challenge phases of the task. When repeated in 
the later stages, it may take the form of a detailed peer review and will be 
focussed on improving the quality of the end product. 
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Diagnosic phase
Check underpinning information,

data and assumpitions

Identify flawed
assumptions

Highlight assertions

Identify faulty logic and
inconsistencies

Identify gaps in evidence
or understanding

Identify additional
information requirements

Red te
am ta

sk

Generally the starting point for a red
team. Ensure a robust baseline for
further analysis/scrutinise the end
product by conducting the following:

• key assumptions check

• identify and question assertions

• logic mapping

• quality of information check

• deception detection

Key red team attributes for
this phase:
• attention to detail
• logic
• common sense
• subject matter expertiseRobust baseline

for further analysis
or improved end

product

Figure 3.2 – The diagnostic phase of red teaming 

307. Assumptions, both explicit and implicit, are made to enable information 
gaps to be bridged and complexities to be rationalised.  Key tasks are:  

• challenge underpinning assumptions;  

• identify implicit, invalid or unnecessary assumptions;  

• validate central assumptions; 
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• offer missing and alternative assumptions as appropriate; and 

• identify critical assumptions and those that are particularly 
sensitive to change.   

‘We just took too much for granted.  We didn’t challenge our 
basic assumptions.’1 

General Michael Hayden (US Army) 

308. Assertions (deductive statements made without supporting evidence) 
may give a false baseline on which arguments are founded.  The red team 
should identify and question any assertions found to make sure that they are 
properly evidenced or are discarded. 

309. There should be coherent logic underpinning the arguments being 
examined by the red team.  In conducting diagnostic analysis the red team 
should: 

• identify inconsistencies and expose faulty logic; and 
! 

• expose any gaps in understanding or evidence.  

The articulation of such gaps will provide the end user with a fresh set of 
information requirements. 

310. It is during the diagnostic phase that the red team should be 
particularly sensitive to bias that may be present in the thinking with which 
they are presented.  Any bias should be pointed out to the end user before 
moving on to further analysis.  Simultaneously, the red team should be alert 
to any bias or group-think that may affect their own findings. 

Creative phase 

311. The creative phase of the analysis enables the red team to: 

• fully explore alternatives; 

• identify new factors which may affect the outcome; and  

                                                 
1 Comments of General Michael Hayden (US Army), the Deputy Director of US National Intelligence, in May 2006, in 
response to the Iraq Intelligence failures. 
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• consider second- and third-order effects.  

The aim is to ensure that the factors affecting the solutions offered have not 
been oversimplified and the problem has not been artificially bounded. 

‘The intuitive mind is a sacred gift and the rational mind a 
faithful servant.  We have created a society which honours the 
servant and forgets the gift.’ 

Albert Einstein 

 

 

 

 

 

 

 

 

 

 

 

 

 

Creative phase
Broaden thinking and consider

alternatives

Apply alternative
perspectives

Consider external factors
which may impact/
influence problem/

outcome

Identify alternative
theories or outcomes

Identify undesired or
unacknowledged
consequences

Red team
task

Complete understanding of
problem space.

Alternative solutions/
options/outcomes identified

Examine the problem space completely
by conducting:

• brainstorming

• role play

• outside-in thinking

• alternative futures analysis

• what if? analysis

• indicators for change

• experimentation

Key red team attributes for
this phase:
• imagination
• innovation and creativity
• mental agility
• lateral thinking
• curiosity

Figure 3.3 – The creative phase of red teaming 
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312. The red team should consider the perspectives of other parties2 
who may have an interest in the issue.  This will provide an understanding of 
how their differing views and potential actions may affect the outcome.  This 
activity will benefit from the input of a cultural or anthropological advisor. 

313. The red team may be required to identify critical external factors 
that may affect a situation or outcome.  They will need to identify factors 
that have not yet been considered, including those over which the end user 
has no control. 

314. The red team may explore the possibility of alternative outcomes 
or explanations that have not been considered or that have been dismissed 
without complete analysis.  They may also consider the consequences of a 
particular idea, including developing those which have not yet been 
considered by the end user.  This makes sure that the implications have been 
fully thought through. 

‘One thing a person cannot do, no matter how rigorous his 
analysis or heroic his imagination, is to draw up a list of things 
that would never occur to him.’ 

Thomas Shelling3 

315. Unconstrained thinking and imagination should be used throughout 
the creative phase.  This enables the red team to fully explore the problem- 
space. 

                                                 
2 The use of colours to denominate the type of party is common in military wargaming and terminology.  Blue generally 
denotes own forces, green is often used to denote indigenous security forces and brown for other actors such as non 
governmental organisations and the civilian population etc..  
3 ‘Impossibility Theorem’ Nobel Prize Winner, 2005. 
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Challenge phase 

‘No plan survives first contact with the enemy’4 

Helmut von Moltke the elder 

316. During the challenge phase, the red team tests and evaluates the 
offered solutions.  The aim is to ensure that the product is robust and resilient 
and that the ideas supporting it have been exposed to rigorous challenge. 
One of its outcomes is an indication of the likelihood of success for a specific 
decision or option.  This phase is summarised in Figure 3.4. 

Challenge phase
Subject potential solutions or

ideas to rigorous testing

Challenge ideas and
theories

Apply contrasting views

Test hypotheses

Identify risks, threats and
vulnerabilities

Identify and assess
probability of shock

Assess success of
outcome

Red te
am ta

sk

Key red team attributes for
this phase:
• critical thinking
• challenge
• debating skills
• confidenceIdeas, options and

solutions are robust
and resilient

Test and evaluate ideas and solutions
by conducting:

• devil’s advocacy

• team A/team B analysis

• analysis of competing hypotheses

• role play/surrogate adversary

• high impact - low probability analysis

• wargaming

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.4 – The challenge phase of red teaming 

                                                 
4 Attributed to Helmut von Moltke the elder. 
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317. The core element of the challenge phase is critical thinking to 
expose weakness and vulnerability in the solution.  Multiple solutions 
may be compared to assess their relative strengths.  Also, the likelihood and 
impact of shocks and unexpected factors can be examined. 

! 

318. The resilience of a solution may be tested by the applying directy 
adversarial or competitive techniques.  However, you must bear in mind that 
the red team is not seeking to destroy the end user’s work but rather to 
strengthen it with constructive feedback resulting from this testing process. 

‘Don't be afraid to be different.  Make your differences into 
advantages.  It can, and will, work for you.’ 

Anon 

319. Although shown in a way that suggests that red teaming is a 
sequential process, we stress that this format has been adopted simply to 
describe the techniques and provide a framework against which red teaming 
activities can be tailored to meet the task.  Figure 3.5 more accurately 
represents how red teaming techniques overlap between phases and the 
blurring of the boundaries between red team activities.  The red team leader 
will guide their team through the task set for them, ensuring the necessary 
analysis, creative thinking and challenge is appropriately applied. 

320. Red teaming is best done iteratively.  It should be conducted 
throughout the project, with red team products being available in time to 
inform key decisions.  The tasks given to red teams are likely to cover 
complex problems.  It is also important that the red team focuses on the key 
issues.  Red teams should contribute quality thinking rather than 
quantity. 

! 
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Diagnostic analysis

Creative thinking Challenge activities

Logic mapping

Key assumptions check

Quality of information

Deception detection

Devil’s advocate

Analysis of
competing
hypotheses

Team A/Team B

High impact - low
probability analysis

Wargaming

Role play

What-if?
analysis

Experimentation

Brainstorming

Outside-in thinking

Indicators of
change

Alternative
futures analysis

 

 

 

 

 

 

 

 

 

Figure 3.5 – The red teaming Venn diagram 

Analytical techniques 

‘The general who wins a battle makes many calculations in his 
temple ere the battle is fought.  The general who loses a battle 
makes but few calculations beforehand.  Thus do many 
calculations lead to victory, and few calculations to defeat: how 
much more no calculation at all!  It is by attention to this point 
that I can foresee who is likely to win or lose.’ 

Sun Tzu 

321. A wide range of analytical techniques exists to assist red teams and 
this section provides a brief description of each.  A more detailed explanation 
of the techniques, including when and how they should be used and their 
likely value, is at Annex A.  Application of these techniques to specific 
Defence problems is explained in Chapter 4.  In this section, we give an 
overview of the elements referred to in the framework at Figures 3.2-3.4. 
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Technique What it does 
Reference 
in Annex A 

Alternative futures 
analysis 

Describes multiple outcomes that the end 
user should consider by exploring the 
different ways in which a situation can 
develop 

Page A-1 

Analysis of 
competing 
hypotheses 

Evaluates the strength and consistency of 
the evidence underpinning or contradicting 
each theory. 

Page A-3 

Brainstorming 
Generates new ideas, theories and 
concepts in an unconstrained, but 
structured, environment. 

Page A-5 

Deception 
detection 

Checks the veracity of the information by 
assessing the likelihood of deception. 

Page A-7 

Devil’s advocacy 
Takes an alternative viewpoint to identify 
and test assumptions or ideas that are 
held within the group. 

Page A-11 

Experimentation 
Tests (under controlled conditions) the 
validity of a hypothesis, or the efficacy of 
something untried. 

Page A-13 

High impact/low 
probability 
analysis 

Sensitises end users to the potential 
impact of seemingly low probability events 
that would have major repercussions. 

Page A-14 

Indicators or 
signposts of 
change 

Creates a list of indicators or signposts 
that would warn of a postulated situation 
developing. 

Page A-15 

Key assumptions 
check 

Identifies and reviews both the explicit and 
implicit assumptions on which fundamental 
judgements rest. 

Page A-17 

Logic mapping 

Checks for rational logic, interconnecting 
ideas and interdependencies.  It also 
identifies faulty logic, missing links and 
incorrect dependencies. 

Page A-19 
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Technique What it does 
Reference 
in Annex A 

Outside-in 
thinking 

Identifies the full range of basic forces, 
factors and trends that would shape an 
issue and that may not have been fully 
considered by the end user. 

Page A-21 

Quality of 
information check 

Assesses the accuracy and reliability of 
the evidence base to establish a 
confidence level for subsequent 
judgements and decisions. 

Page A-23 

Surrogate 
adversary/role 
play 

Represents how an adversary or outsider 
would think about an issue. 

Page A-25 

Team A/Team B 

Contrasts two (or more) strongly held 
views or hypotheses.  It uses teams to 
debate and capture the essential 
differences, similarities, pros and cons of 
each relevant position. 

Page A-27 

Wargaming 

Tests the assumptions underpinning an 
operation.  Compares the potential 
impacts of different courses of action or 
assesses the likelihood of success in a 
scenario-based, interactive setting. 

Page A-29 

What if analysis 

Challenges a strong mindset or a stated 
assumption that an event will not happen 
by assuming that it has occurred and 
exploring how it came about and the 
consequences. 

Page A-30 

Table 3.1 – Summary of analytical techniques used in            
red teaming 
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The red team product 

322. The red team product should be tailored to the needs and 
preferences of the end user and delivered by the red team leader.  The 
red team leader should be the primary interface through whom the product is 
delivered.  Their role includes determining the most appropriate means of 
delivery.  This may be: 

• a verbal brief, supported by a presentation;  

• a written report; or  

• team interaction with the end user.  

Whatever the means, the product must be delivered confidently, 
constructively and in time to inform the decision being made. 

323. The red team’s charter should specify who is to receive its product and 
to whom it may be disseminated.  The discrete handling of the red team 
product is an essential plank in the relationship between the end user 
and the red team.  The end user will often be more open with the red team if 
they have absolute confidence that the product is only available to those 
specifically authorised to receive it. 

! 

324. The preceding sections describe the generic application of red 
teaming and can be used as a guide for the red teaming of almost any task. 
Chapter 4 contains more specific guidance on the conduct of red teaming for 
particular Defence applications. 
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Chapter 4 – Applying red teaming to Defence problems 

401. If you are tasking, leading or constructing red teams, and/or 
conducting red team activities for Defence, you should follow the guidance 
provided at Chapters 1–3 as well as any specific guidance given here.  
Chapter 4 provides specific instruction, or examples of, red teaming applied 
to particular Defence problems. 

Red teaming in campaign and operational planning 

402. Red teaming is a vital element of campaign and operational planning. 
A joint force commander, and the planning staff, focus on determining 
potential solutions to a problem and developing plans to execute the selected 
courses of action.  In doing so, they must be alert to the possibility of their 
thinking and decision making being distorted by human and organisational 
fallibility1 (see paragraph 108).  A red team will challenge accepted wisdom, 
scrutinise planning assumptions and discover potential weaknesses in the 
plan, thereby improving the validity and quality of the final campaign plan. 

403. The primary products of red teaming as part of campaign planning or 
review include:  

• an assessment of risk and identification of the need for associated 
contingency plans; 

• understanding of the contextual factors affecting the plan; 

• identification of alternative courses of action and branches or 
sequels not previously considered; and 

• an assessment of resilience to contextual change or shocks. 

404. The following paragraphs amplify the guidance in JDP 5-00.2  They 
explain in detail how to apply red teaming during campaign or operational 
planning. 

 

                                                 
1 Op.Cit., JDN 3/11.  
2 Op.Cit., JDP 5-00 (2nd edition). 
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Terminology 

405. Care should be taken, in a planning situation, not to conflate the role of 
the red team with that of the red cell.  The role of the red team is to 
‘challenge the perceived norms and assumptions of the commander 
and his staff in order to improve the validity and quality of the final 
plan’.3  The red team will carry out this role through the use of the techniques 
and activities described in Chapter 3. 

! 

406. The red cell is a J2-led4 entity which focuses on the activities of 
potential adversaries and threats.  A red cell may also play the adversarial 
role(s) in any wargaming or debate undertaken to assist decision making 
during the planning process.  The red cell uses established red teaming 
techniques to achieve their role, but their terms of reference are much more 
specific than those of the red team. 

407. Red team leaders are directly responsible for the red team.  They 
must, however, also have a direct link to the red cell, be apprised of their 
activities and ensure that their findings inform, and are incorporated into, the 
red team’s product.  The red cell may explore specific avenues or possibilities 
identified by the red team, or offer advice to the red team on the possible 
activities of a threat or adversary. 

Relationships 

408. The joint force commander should nominate the red team leader and 
the chief of staff  should make resources available, if necessary, for the red 
team.  The red team leader will report to the joint force commander, either 
providing feedback directly, or through the head of the planning team.  The 
red team will need access to the information held by the planning staffs to 
fulfil their role successfully. 

409. The relationships between the joint force commander, chief of staff, 
J3/5, J2, red cell and the red team leader and his team are shown in Figure 
4.1.  It has been simplified to show only those elements most pertinent to red 
teaming. 

                                                 
3 Ibid.. 
4 Op.Cit., JDP 2-00. 
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Joint Force
Commander

Chief of staff

J3/5 J2

Red Cell

Red Team
Leader

Red Team

Key planning staffs

Figure 4.1– Relationships between the commander, red team              
and key planning staff5 

Red teaming in the planning process 

410. The red team and red cell work in an independent, but complementary, 
fashion during the process, using their specific role, expertise and techniques 
to assist the commander in his decision making.  Figure 4.2 shows how the 
red team and red cell’s activities relate to the planning process.  It also shows 
the breadth of tasks that can be undertaken by the red team and red cell 
throughout the planning process and is intended as a guide, rather than a 
proscriptive list. 

                                                 
5 A similar, but equally effective arrangement was used in 2008-2010, where the US Headquarters in Iraq, Headquarters 
Multinational Force Iraq, placed J2 intelligence planners (red cell) and a strategic red team in the J5 Strategy Plans and 
Assessments branch.  Elements of these teams in the form of individual staff officers were then further integrated into 
the strategy, policy, plans and assessment teams.  JDP 2-00 (3rd Edition), Figure 5.3. 
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411. Red team activity.  Working in parallel with the planning team, the red 
team will use their skills, expertise and techniques to scrutinise and challenge 
the planning team’s assumptions, identify gaps in their analysis and evidence 
and check their logic and deductions.  As the planning team develops its 
courses of action, the red team will identify wider factors that may affect 
outcomes, highlight alternatives where appropriate and consider 
consequences.  The red team will identify and assess weaknesses and risks, 
highlighting the need for contingency plans or further information and 
analysis as necessary.  The aim of red teaming is to improve understanding 
and decision making throughout the planning process, by considering 
alternative perspectives, scrutinising work, factoring in wider issues and 
potentially using a wider timeframe than that being considered by the 
planning team. 

412. Red cell activity.  The red cell will draw on the same data as the 
planning team and conduct an adversarial estimate in step with the planning 
team’s activities.  They will produce a discrete adversary plan, using 
opponent’s doctrine and applying culturally relevant planning assumptions 
where feasible.  This plan will be used to test the planning team’s chosen 
course of action. 

413. The red team leader should carefully manage and control the degree 
of interaction between the red team, red cell and the planning staff.  The 
interaction of the red cell, red team and planning team should be coordinated 
at specific points in the estimate process to ensure that briefings occur in 
time to be taken into the next phase of work.  Campaign planning involves 
dealing with broad and complex problems.  Therefore, both the red team and 
red cell should focus on significant issues that materially improve planning or 
assist decision making for the commander. 

Red teaming in doctrine and concept development,           
policy and strategy making 

414. Over the past few years, Defence has opened its concept and doctrine 
development, policy decisions and strategy making to red teaming.  At 
DCDC, we have developed a specific toolset to assist policy and strategy 
makers and concept and doctrine writers to make sure that their products are 
well-founded, coherent and robust. 
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415. Defence products such as the Defence Reform Review,6 Future 
Character of Conflict,7 British Defence Doctrine8 and the 2010 Defence 
Green Paper9 were scrutinised and challenged using a strategic red teaming 
process known colloquially as the ‘concept test’. 

Strategic red teaming (concept test) 

416. Concept test, or strategic red teaming, is a combination of diagnostic 
red teaming and content analysis.  We use it to understand large amounts of 
evidence from multiple sources and distil its essence.  It allows a document 
or set of ideas to be scrutinised for coherence, logic, structured arguments, 
emphasis, evidence and interpretation.  Concept testing:  

• assesses where the evidence supports (or counters) findings; 

• assesses the validity and criticality of assumptions made; 

• provides an analysis of the weight of emphasis and the key 
themes contained in the work; and 

• assists the author in presenting the arguments in a logically 
structured format. 

417. The resulting briefs from the red team leader provide the author or 
writing team with constructive criticism.  They also assist with coherence, 
logic flow, linking evidence to conclusions and deductions, and identifying 
critical gaps.  

418. The technique can be applied to one document, or across many work-
streams supporting a particular piece of work, such as the Defence Reform 
Review.  It can be applied at various levels of command and is particularly 
useful in the production of robust key policy documents. 

 

 

                                                 
6 Op.Cit., Lord Levene. 
7 DCDC Strategic Trends Programme, Future Character of Conflict, 2010. 
8 JDP 0-01, British Defence Doctrine (4th Edition) November 2011. 
9 The Defence Green Paper, Adaptability and Partnership: Issues for a Strategic Defence Review (Cm 7794),      
February 2010. 
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Strategic red teaming/concept test techniques 

419. Strategic red teaming employs the following key techniques: 

• Key assumptions check; 

• Quality of information check; 

• Coherence analysis (assessing the coherence of ideas and 
themes across the document(s); identify contradictions and 
conflicting ideas; 

• Document weighting analysis (assessing the weight of themes in 
the document(s) in terms of volume of work, emphasis and 
deductions); 

• Logic mapping; and 

• Gap analysis (identifying key omissions, missing themes and 
ideas and absent conclusions from supporting evidence; 
assessing content against terms of reference, guidance or 
directives received). 

420. Mapping and modelling tools can be used to map the key themes, 
interconnecting ideas, conclusions and evidence.  This provides the author or 
writing team with a visual representation of the structure, weighting and 
themes. 

Scope 

421. The concept test or strategic red teaming analysis is focussed on 
diagnostics, rather than being creative or challenging per se.  Experience has 
shown that, although challenge and creative thinking skills are required to 
deliver the techniques, expanding the problem-space is not one of the most 
useful analysis outputs.  Also, almost all high-level ideas are susceptible to 
challenge, thereby rendering the direct challenge function of red teaming less 
effective than in tactical scenarios. 
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422. We normally show the analysis results in a PowerPoint presentation. 
This presentation includes: 

• the results of the red team’s findings;  

• cross-referenced to the document being considered; and  

• the evidence presented. 

Try to aim your visuals at demonstrating logic flow, structure and 
interdependencies.  The pack given to the end user should provide an audit 
trail of the red team’s analysis and findings from which the author or writing 
team can work. 

423. The results, although focused on the flaws, weaknesses and issues 
associated with the product being tested, must be presented constructively.  
You need to provide a way that enables the author or writing team to address 
them.  Where possible, include suggestions for improved structure, 
alternative assumptions and additional evidence.  Providing such feedback 
can be difficult.  It requires an experienced and skilled red team leader with 
excellent diplomatic and briefing skills (and sometimes a thick skin and a 
bravery pill). 

! 

424. Strategic red teaming is a difficult technique to generalise and its 
results are best demonstrated through the use of examples.  Therefore, the 
following case study demonstrates how to successfully apply strategic red 
teaming to an organisational change and policy direction problem. 

Case study: Defence Reform Review 
A best practice approach to strategic red teaming 

The DCDC was invited by the Defence Reform Unit (DRU) to conduct a 
concept test (strategic red teaming) on its work.  The DCDC red team leader 
engaged with the 2* owner of the Defence Reform Report, who reported 
directly to Lord Levene’s working group, to get direction for the task.  The red 
team leader then reported through the DRU 1* owner of the work.  The 
DCDC red team was first employed in the initial stages of the DRU’s analysis, 
just as work-streams from across MOD were being delivered and an initial 
internal draft of the Defence Reform Report was being produced. 
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First, an analysis of the work-stream information was undertaken by the red 
team to establish a baseline for its work.  Analysis of 96 working papers in the 
form of word documents and PowerPoint presentations established the 
assumptions, aspirations, evidence and information upon which the Defence 
Reform Report analysis was founded. 

On the first analysis of the DRU’s report, the red team: 

• conducted a key assumptions check and a quality of information 
check; 

• assessed progress against the Review’s terms of reference; 

• compared the product with the work-stream evidence base; 

• mapped the key ideas and themes within the document; and  

• provided an assessment of the logic flow and linkages. 

Despite the project being in its early stages, the red team were able to 
highlight gaps in evidence and analysis as well as identify ‘orphaned’ ideas 
and deductions.10 

 

 

 

Figure 4.3 – Logic and thematic 
mapping for the first draft of 
Defence Reform Report showing 
interdependencies and main 
themes.  This detailed map was 
rationalised into the simpler logic 
diagram shown in Figure 4.4 

 

                                                 
10 An idea or deduction that does not relate logically to the rest of the work conducted. This may be because a linking 
argument or line of analysis has been staffed out of the work, or that the author has assumed a level of knowledge that 
the reader does not possess. 
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The DCDC red team conducted four iterative assessments of the report at 
key drafting stages, critically reviewing the work done and new information 
added at each stage.  The feedback provided by the red team leader to the 
DRU at each stage was used to improve the assumptions and evidence 
underpinning their work, fill gaps in the analysis and improve the coherence 
of the conclusions and deductions drawn.  Feedback sessions were 
conducted in team-to-team meetings, allowing the authors to ask questions of 
the red team and enabling the red team to talk through their findings in detail, 
where necessary. 

 

 

 

 

 

 

 

 

 

Figure 4.4 – An example of one element of logic flow and linkage feedback.  Green 
denotes robust logic, orange/yellow denotes loose or flawed linkages, while red 

denotes broken or missing links or logic leaps. 

Strategy

Context/aim

Managing the
financial deficit

Career and
people

management

Changes to
the decision

making
process

Accountability
and

responsibility

Head office
roles and

responsibilities
(CDS)

Managing Operations

Single Services
Chiefs’ roles and
responsibilities

Jointery
(Commander

JFC and
PJHQ)

G
en

er
at

ed
ca

pa
bi

lit
y

Acquisition

Head Office
roles and

responsibilities
(CDS/PUS)

Single Services
Chiefs roles and
responsibilities

CDM
Jointery

(Commander
JFC)

Legend:
CDM - Chief of Defence Materiel
CDS - Chief of the Defence Staff
PJHQ - Permanent Joint Headquarters
PUS - Permanent Under Secretary
JFC - Joint Forces Command

 
 
 

4-10 Red Teaming Guide (2nd Edition) 



  Applying red teaming to Defence problems 

A pragmatic approach was essential, given that this was a major review prior 
to a significant top-to-bottom organisational change, meaning that in some 
areas, comprehensive analysis and detailed evidence was not possible.  The 
red team’s pragmatic, but detailed, approach and the DRU’s ability to accept 
the constructive criticism meant that the final report to Lord Levene’s team 
was underpinned by credible assumptions, founded on coherent logic, 
contained an audit trail from analysis to conclusion and articulated gaps in 
knowledge and understanding where they existed.  The red team’s success 
was founded on a several factors. 

• Early engagement with the project. 

• Trust developed between the two teams – both working towards a 
successful outcome for DRU. 

• The red team being able to match the drumbeat of the DRU 
writing team.  This required a responsive posture. 

• Results of red teaming being presented in a way that assisted the 
DRU in fixing problems (not adding to them). 

• Regular and open contact between red team and DRU writing 
team. 

• Support from senior staff from both organisations, providing 
resources, prioritisation and top-cover. 

As a final step in the process, the red team leader was asked to provide a 
final presentation for Chief of the Defence Staff and Permanent Under 
Secretary showing the audit trail of analysis and demonstrating that the 
DRU’s work had been exposed to critical scrutiny. 

The case study shows that, for large, strategic and complex projects, red 
teaming requires significant investment in time and resources.  The efforts of 
the DCDC red team were delivered over ten weeks, with a team of four 
DCDC and two Defence Science and Technology Laboratory (Dstl) analysts 
working on the project.  The initial work-stream analysis took two weeks, and 
each iteration of the document through the critical scrutiny process took 
around a week to complete. 
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Red teaming in acquisition 

425. Dstl actively contributes to the Defence red team effort.  As part of this 
support, it has developed a red teaming technique which it has applied to 
support decision making in acquisition.  Surrogate red teaming11 brings 
together individuals with an appropriate range of knowledge and skills to 
represent an adversary as closely as possible to investigate credible ‘red’ 
responses to ‘blue’ actions.  It pits two teams, one against the other, in a 
competitive environment to stimulate the generation of ideas. 

426. The case study below illustrates how this technique has been 
successfully applied to time-critical acquisition projects.  For further 
information on surrogate red teaming, please contact the Future Capability 
Development and C4 Group, Dstl Land Battlespace Systems. 

Case Study 

C-IED12 – An example of red teaming to support the acquisition of an 
urgent operational requirement 

Dstl was tasked by PJHQ and the capability area13 to investigate, using red 
team techniques, how fielding a specific C-IED capability could affect the 
threat to UK forces on operations in Afghanistan. The aim of the exercise was 
to investigate how sensitive the system was to changes in the threat, and to 
explore the impact these changes may have on Blue Forces. 

Dstl planned an exercise14, with a blue team representing UK forces, and a 
red team, using the surrogate adversary technique to represent Afghan 
insurgent, attempting to conduct attacks against dismounted patrols.  

The study team produced bespoke briefing material for the exercise: 
 

• A scenario and threat brief (for the blue and red teams).  This included 
an overview of the operating environment, the types of operations UK 

 

                                                 
11 Dstl project name for the surrogate adversary technique. 
12 C-IED: counter improvised explosive device. 
13 Cap SP&CBRN: the Capability Branch for Special Projects and Chemical, Biological, Radiological and Nuclear. 
14 Surrogate red teaming. 
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• forces have previously conducted in the area and a detailed 
assessment of the current threat (used as a baseline during the 
exercise).  This information was drawn from within Dstl and Defence 
Intelligence. 

• A capability brief (for the blue team only).  A detailed brief on the 
system’s performance and the concept of operations (CONOPS). 
Information was sourced through discussions with the capability 
branch and technical subject matter experts at Dstl.  Where this 
information was not available, 
assumptions regarding the system’s 
capability were agreed with the 
capability sponsor. 

• The ‘what you observe’ brief (for the 
red team only).  This included an 
overview of what the red team would 
realistically observe when the 
capability was fielded on the ground 
(for example, visual changes, changes 
in blue behaviour and changes to red 
effects). 

The exercise was broken down into a series 
of turns.  After deploying the system, red changed their approach accordingly. 
Details of red’s actions were passed to blue who then attempted to identify 
where changes to techniques, tactics and procedures/capabilities would 
mitigate the proposed red actions. 

A neutral facilitation team ran and wrote up the results of the exercise.  This 
consisted of a facilitator who ran the exercise and a technical scribe for each 
team who recorded all decisions and assumptions made by the players 
during the game.  At the end of the exercise, a joint debriefing identified the 
key findings and made recommendations. 

This one-day exercise highlighted credible red counters to the capability.  It 
also identified a number of recommendations for changes to the CONOPS 
and methods to maximise the effect delivered by the capability.   
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The exercise highlighted situations where the capability could afford UK 
forces a tactical advantage.  This information was captured in a short report 
that summarised the credible threats, key risks, issues and opportunities 
identified during the exercise.  The success of the exercise was founded on: 

• early identification of the requirement for red teaming, which enabled 
the study team to meet the demanding timescales of the project (the 
project was completed and delivered in approximately six weeks); 

• support from senior staff and buy-in from the stakeholder community; 
and 

• early engagement with the stakeholder and user community to ensure 
the correct balance of players. 

The study team then exploited the outputs of the exercise by facilitating a 
workshop to investigate the optimal equipment mix for capabilities of this 
nature.  The findings were used to determine the number of units required to 
support the operation, and identified procedural changes that would optimise 
the use of the capability. 

This case study demonstrates how red teaming can inform acquisition 
decision making even within tight urgent operational requirements timelines, 
helping to de-risk solutions prior to them being introduced. 
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Annex A – Analytical techniques (in alphabetical order) 

Alternative futures analysis 

Systematically explores multiple ways in which a situation can develop when 
there is a high degree of complexity and uncertainty 

When to use and why 

Alternative futures analysis is useful when a situation is viewed as too 
complex or the outcomes as too uncertain to trust a single outcome 
assessment.  Red teams must recognise there is a high degree of uncertainty 
surrounding the topic in question.  They, and the wider staff, should 
recognise that they need to consider a wide range of factors that might bear 
on the question.  They must be prepared to explore a range of outcomes 
rather than be drawn to any preconceived result.  A red team can spend 
several hours or days brainstorming and developing multiple futures.  
Alternatively, a larger-scale effort can require a workshop that brings together 
a large number of participants.  This may require scenario-development 
skilled facilitators.  Multiple futures development is a divergent thinking 
technique that uses the complexity and uncertainty of a situation to describe 
multiple outcomes or futures that an end user should consider, rather than to 
predict one outcome. 

Value added 

Alternative futures analysis is useful in ambiguous situations, when end users 
confront many unknowns.  In such situations, there are factors, forces, and 
dynamics that are difficult to identify without the use of a structured technique 
that can model how they interact or behave.  As the outcomes are not known 
prior to the futures exercise, end users must be prepared for the unexpected 
and be willing to engage in a free exchange of views.  Futures analysis done 
well is resource and time intensive.  Red teams have found that involving end 
users in the alternative futures exercise is the most effective way to 
communicate the results of this exploration of alternative outcomes and 
sensitise them to key uncertainties.  Most participants find the process of 
developing scenarios useful.  End users benefit from this technique in several 
ways, it: 
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 provides a means of weighing multiple unknowns or unknowable 
factors and presenting a set of plausible outcomes; 

 helps bound a problem by identifying combinations of uncertain 
factors; 

 provides a framework for calculating costs, risks and opportunities; 

 aids end users in anticipating what otherwise would be surprising 
developments by challenging assumptions and considering wild cards 
or discontinuous events; and 

 generates indicators used to monitor developments and assess 
trends. 

Method 

The most common approach used involves the following steps. 

 Develop the focal issue by systematically interviewing experts and 
officials who are examining the general topic. 

 Convene a group of experts (both internal and external) to brainstorm 
the forces and factors that could affect the focal issue. 

 Select, by consensus, the two most critical and uncertain forces. 
Convert these into axes or continua with the most relevant endpoints. 

 Establish the most relevant endpoints for each factor. 

 Form a futures matrix by crossing the two chosen axes.  The resulting 
quadrants provide the basis for characterising alternative future 
worlds. 

 Generate narratives that describe these futures and how they could 
plausibly come about.  Signposts, or indicators of progress, can then 
be developed. 

 Participants can then consider how current decisions or strategies 
would fare in each of the four worlds and identify alternative plans that 
may work better either across all the futures or in specific ones.  By 
anticipating alternative outcomes, commanders have a better chance 
of either devising strategies flexible enough to accommodate multiple 
outcomes or of being prepared and agile in the face of change. 
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Analysis of competing hypotheses 

Evaluates the strength and consistency of the evidence underpinning or 
contradicting each hypothesis 

When to use and why 

Analysis of competing hypotheses is a highly effective technique when there 
is a large amount of data to evaluate.  It is most effective when red team 
members challenge each other’s evaluation of the evidence.  Analysis of 
competing hypotheses is particularly appropriate for controversial issues 
when red teams want to develop a clear record that shows theories they have 
considered, and how they arrived at their judgements.  The analysis of 
competing hypotheses matrix allows others to review the analysis.  

Value added 

Analysis of competing hypotheses helps red teams overcome three common 
issues that can lead to inaccurate forecasts. 

 The tendency to place undue confidence in a first impression, based 
on incomplete data, an existing line of thinking, or a single explanation 
that seems to fit well enough. 

 Planning teams seldom generate a full set of explanations or 
hypotheses at the outset of a project. 

 Evidence which supports a preferred hypothesis may also support 
other explanations but these are ignored as they have not been 
properly considered or bias exists. 

Analysis of competing hypotheses enables red teams to prevent the end user 
selecting the first solution that seems satisfactory. 

Method 

Analysis of competing hypotheses identifies all reasonable alternative 
hypotheses and arrays the evidence against each hypothesis, rather than 
evaluating the plausibility of each hypothesis in turn.  The red team should 
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develop a matrix of hypotheses and input the supporting evidence for each 
hypothesis to examine where the weight of evidence lies.  The process must:  

 ensure all information and arguments are evaluated and given equal 
treatment; 

 prevent premature closure on a particular explanation or hypothesis; 
and 

 protect against innate tendencies to ignore, or discount, information 
that does not fit comfortably with the preferred explanation. 

To accomplish this, the process should follow these steps. 

 Brainstorming among red teamers to identify all possible hypotheses. 

 List all significant evidence/arguments relevant to the hypotheses. 

 Prepare a matrix with hypotheses across the top and each piece of 
evidence on the side.  Determine whether each piece of evidence is 
consistent, inconsistent or not applicable to each hypothesis. 

 Refine the matrix and reconsider the hypotheses – in some cases, red 
teams will need to add new hypotheses and re-examine the 
information available. 

 Focus on disproving hypotheses rather than proving one.  Identify and 
assess the evidence consistent with each hypothesis to see which 
explanations are strongest. 

 Analyse the sensitivity of a few critical items of evidence.  Should 
those items prove to be wrong, or subject to deception, would it 
impact on an idea’s validity? 

 Ask what evidence is missing but would be expected for a given 
hypothesis to be true.  Is denial and deception a possibility? 

 Establish the relative likelihood for hypotheses and report all 
conclusions. 
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Brainstorming 

The generation of new ideas, theories and concepts in an unconstrained     
but structured environment. 

When to use and why 

Brainstorming allows others to build on an initial idea by applying creative 
thought to it.  It is a technique for developing new thinking and can be applied 
to any project.  If properly handled, it is a powerful technique and requires 
relatively few people to execute it.  This technique should stimulate new 
thinking.  Therefore, is a useful aid to virtually all of the other structured 
techniques.  Teams may ‘brainstorm’ when they begin a project to help 
generate a range of ideas about the problem.  A modest investment of time at 
the beginning or at critical points of a project can help structure a problem. 
Individuals may produce a wider range of ideas than a group may generate, 
without regard for others’ egos, opinions, or objections.  However, an 
individual will not have the benefit of others’ perspectives to help develop the 
ideas as fully.  They may also have difficulty breaking free of their own 
cognitive biases without the benefit of a diverse group. 

Value added 

Brainstorming maximises creativity in the thinking process, and forces team 
members to step outside their normal mind-sets and suspend their judgement 
about the practicality of ideas.  Brainstorming allows team members to see a 
wider range of factors than they would otherwise.  Military teams typically 
censor out ideas that seem far fetched, poorly sourced, or irrelevant to the 
question at hand.  Brainstorming gives latitude to think more radically.  In 
particular, it can spark new ideas, ensure a comprehensive look at an issue, 
raise unknowns, and prevent premature consensus around a hypothesis. 

Method 

Brainstorming should be structured to be most productive.  A systematic 
process is the most effective way to break down mind-sets and produce new 
insights.  The process involves a divergent thinking phase to generate and 
collect as many new ideas as possible, followed by a convergent phase in 
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which ideas are grouped and organised.  Some of the simple rules to be 
followed include: 

 never censor an idea no matter how unconventional it may sound; 

 give yourself enough time to do brainstorming correctly. It takes time 
to set the rules, get the group comfortable, and exhaust conventional 
wisdom on the topic; and 

 try to involve at least one ‘outsider’ in the process. 

In the divergent thinking phase: 

 distribute ‘post-it’ notes and pens or markers to all participants; 

 pose the problem as a focal question.  Show in one sentence; 

 ask the group to write down responses to the question, using key 
words that will fit on the small ‘post-it’ note; 

 stick all the notes on a wall for all to see – treat all ideas the same; 

 when a pause follows the initial flow of ideas, the group is reaching 
the end of their conventional thinking and the new divergent ideas are 
then likely to emerge; and 

 end the collection stage after two or three pauses. 

In the convergent thinking phase: 

 ask the participants as a group to rearrange the notes on the wall 
according to their commonalities or similar concepts.  Some notes 
may be moved several times.  Copy notes to allow ideas to be 
included in more than one group; 

 select a phrase that characterises a cluster once all the notes have 
been arranged; 

 identify any notes that do not easily fit with others.  Identify them 
either as useless noise or outlying or nascent ideas that deserve 
further attention; and 

 assess what the group has accomplished in terms of new ideas and 
decide the next steps. 

A-6 Red Teaming Guide (2nd Edition) 



  Analytical techniques 

Deception detection 

A check of the veracity of the information by identifying whether deception 
may be present 

When to use and why 

Red teams should check for the possibility of deception, especially when 
there is a well-known history of its use.  The search for clues that deception is 
being conducted is often time-consuming and requires extensive fact 
checking and hypothesis testing.  Nonetheless, it can be critical in cases 
where the stakes are high.  Red teams should be most concerned about 
deception when the adversary would have a lot to gain through his efforts 
and has strong capabilities to deny or manipulate intelligence collection 
assets. 

Value added 

Deception detection can add rigour to analysis and reinforce the 
effectiveness of other techniques covered in this guide.  There may be times, 
in operational planning or evaluation, when red teams will place too much 
confidence in the evidence provided, if they have not considered the 
possibility that deception may be present as well.  For example, a well-
developed set of indicators may actively mislead, if they were partly 
developed from information purposely designed or fabricated by an adversary 
to mislead opponents.  Posing the hypothesis of deception places a 
considerable cognitive burden on red teams.  Once accepted, this possibility 
places in question all the evidence and makes it difficult to draw any 
inferences from the evidence with high confidence.  A checklist of questions 
to detect possible deception can prevent paralysis of thinking. 
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Method 

If there is any possibility that deception could be present, the red team should 
assess the situation based on four questions: 

 does an actor have the motive, opportunity and means to deceive?  

 would this potential deception be consistent with past opposition 
practices? 

 do we have cause for concern regarding the manipulability of 
sources?  

 what can be learned from the evaluation of evidence?  

As well as using this deception detection technique, red teams can also use 
the technique of analysis of competing hypotheses.  This should explicitly 
pose deception as one of the multiple explanations for the presence or 
absence of information.  

 

 

 

 

 

 

 

 

 

 

A-8 Red Teaming Guide (2nd Edition) 



  Analytical techniques 

Devil’s advocacy 

Challenging a single, strongly and widely held view or consensus by building 
the best possible case for an alternative explanation 

When to use and why 

This technique is most effective when used to challenge a consensus or a 
key assumption regarding a critically important issue.  Devil’s advocacy can 
provide further confidence that the line of thinking will hold up to close 
scrutiny.  An individual red teamer can often assume the role of the devil’s 
advocate if they have doubts about a widely-held view.  Alternatively, a red 
team leader may designate a critical thinker to challenge the prevailing 
wisdom to reaffirm the group’s confidence in those judgements.  When a 
planning or project team has worked on an issue for a long period of time, a 
strong mind-set is likely to exist which may warrant the closer scrutiny 
provided by devil’s advocacy. 

Value added 

The devil’s advocacy process can highlight weaknesses in thinking or 
alternatively help to reaffirm confidence in prevailing judgements by: 

 explicitly challenging key assumptions to see if they will break; 

 exposing faulty logic or information that would undermine the key 
judgements; and 

 presenting alternative hypotheses that could explain the information 
available. 

The devil’s advocate’s primary value is to serve as a check on a dominant 
mind-set that can develop over time even amongst the best planning or 
project teams, who have followed an issue and formed a strong consensus 
view.  This bias makes it more likely that contradictory evidence is dismissed 
or not given proper weight or consideration.  An exercise aimed at 
highlighting such evidence and proposing another way of thinking about an 
issue can expose hidden assumptions and compel end users to review their 
information and conclusions.  The technique should ensure one of three 
outcomes:  
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 current thinking is sound;  

 the argument is strong but that there are areas where further analysis 
is needed; or  

 there are flaws in logic or supporting evidence suggesting that a 
different line of thinking is required.  

Method 

To challenge the prevailing thinking the devil’s advocate must: 

 consider the main line of thinking and the key underpinning 
assumptions, and assess the supporting evidence; 

 select one or more assumptions – stated or not – that appear the 
most susceptible to challenge; 

 review the evidence to determine whether any of it is of questionable 
validity, whether deception is possible, or whether major gaps exist; 

 highlight any evidence that could support an alternative hypothesis or 
contradicts the current thinking; 

 present to the group the findings that demonstrate there are flawed 
assumptions, poor quality evidence or possible deception at work; 

 if the review uncovers major flaws, consider drafting a separate 
contrarian paper that lays out the arguments for a different conclusion; 
and 

 be sure that any products generated clearly lay out the conventional 
wisdom and are identified explicitly as a Devil’s Advocate product.  
Otherwise, the reader may become confused as to the current official 
view on the issue. 
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Experimentation 

The use of a scientific or controlled procedure to make a discovery, test a 
hypothesis or prove a known fact. 

When to use and why 

Experimentation is used to test, under controlled conditions, the validity of a 
hypothesis, or the efficacy of something previously untried.  It is most usefully 
conducted during the creative phase of red teaming.  Here it can be 
employed to try out different approaches or postures to take for a specific 
problem, or to exercise a particular theory put forward by the red team or end 
user.  

Value added 

Defence experiments are suited to investigating ‘cause and effect’ 
relationships – particularly those underpinning capability development.  They 
may be used to determine whether an effect as a result of a change in 
capability or approach, is likely to develop in the way anticipated (test a 
hypothesis).  Experimentation may also be used to explore an unknown.  
Therefore, it can be used to determine unforeseen consequences as a result 
of change.  When change is observed under controlled conditions, a 
conclusion regarding cause and effect is possible. 

Method 

The design and conduct of an experiment should be tailored to the problem 
being explored or the hypothesis being tested.  It is important to understand 
the type of experiment being conducted (test hypothesis or explore 
unknown).  For hypothesis-based experimentation, guidance can be found in 
the Defense Experimentation Guidex.1   
 
 

                                  
1 Guide for Understanding and Implementing Defense Experimentation GUIDEx.  The Technical Cooperation Program 
(TTCP) Subcommittee on Non-Atomic Military Research and Development, Joint Systems Analysis Group, February 
2006. 
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However, hypothesis-based experiments usually conform to the following 
steps: 
 

 Identify problem; 

 Review evidence and/or literature 

 Formulate hypothesis 

 Design empirical test of hypothesis 

 Conduct experiment 

 Analyse data 

 Evaluate hypothesis 

 Ascertain impact on problem 

These steps may be iterative, dependent on the problem and can be used to 
refine the problem space further. 
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High-impact/low-probability analysis 

Assesses the potential impact of seemingly low probability events that would 
have major repercussions 

When to use and why 

This technique enables red teams to explore and demonstrate the potential 
impact of seemingly low probability events that would have major 
repercussions on interests, operations or plans.  Using this technique is 
advisable when end users are convinced that an event is unlikely, and have 
not given much thought to the consequences of its occurrence.  This can 
alert intelligence and policy communities to an unexpected, but not 
impossible, event and its consequences. 

Value added 

Mapping out the course of an unlikely, yet plausible, event can uncover 
hidden relationships between key factors and assumptions.  It also can alert 
red teams to oversights.  In addition, an examination of the unthinkable 
allows red teams to develop signposts that may provide early warning of a 
shift in the situation.  By periodically reviewing these indicators, a red team is 
more likely to be able to counter any prevailing mind-set that such a 
development is highly unlikely. 

Method 

If there is a strongly-held view that an event is unlikely, then: 

 define the high-impact event and its consequences clearly.  This 
process is what will justify examining seemingly very unlikely 
developments; 

 devise one or more plausible explanations for, or pathways to, the low 
probability event.  This should be as precise as possible, as it can 
help identify possible indicators for later monitoring; 

 insert possible triggers or changes if appropriate.  These can be 
natural disasters or plausible economic or political shocks.  
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Brainstorming may be necessary to identify these unpredictable 
triggers of sudden change; 

 assess the true probability of the occurrence – is it as unlikely as first 
postulated?; 

 identify factors that would deflect a bad outcome or encourage a 
positive outcome; and 

 identify for each pathway a set of indicators or observable events that 
would help to recognise these situations developing – the indicators of 
change technique may assist. 

A high impact – low probability event 

The 9/11 Commission report includes an examination of speculative analysis 
provided to senior policymakers highlighting what were thought to be highly 
unlikely scenarios that would have a very high 
impact.  One of those items was in the 6 August 
2001 President’s daily brief, which stated: 

 ‘Al-Qaeda members resided in, or travelled to, 
the US for years, and the group apparently 
maintains a support structure that could aid 
attacks.  A clandestine source said in 1998 that a 
Bin Ladin cell in New York was recruiting Muslim-
American youth for attacks.  We have not been 
able to corroborate some of the more sensational 
threat reporting, such as that from a service in 
1998 saying that Bin Ladin wanted to hijack a US 
aircraft to gain the release of US-held extremists’.2 

Writing to Donald Rumsfeld and referring to a plot to crash an explosives 
laden plane into CIA headquarters,  Paul Wolfowitz3  ‘wondered why so little 
thought had been devoted to the danger of suicide pilots, seeing a ‘failure of 
imagination’ and a mind-set that dismissed possibilities..’ 

Flickr 

 

                                  
2 9/11 Commission Report, declassified and approved for release 10 April 2004. 
3 US Deputy Secretary of Defense, 2001-2005 
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Indicators or signposts of change 

Periodic review of a list of observable events or trends to warn of 
unanticipated change 

When to use and why 

If a situation is developing, for example economic reform, military 
modernisation, political instability, or democratisation, a red team can create 
a list of indicators or signposts of observable events.  Constructing the list 
may require only a few hours or as much as several days to identify the 
critical variables associated with a targeted issue.  The technique can be 
used when a red team needs to track an event over time to monitor and 
evaluate changes.  It can also be a very powerful aid in supporting other 
structured methods.  In those instances, red teams would watch for mounting 
evidence to support a particular hypothesis or low probability event.  If there 
are sharply divided views on an issue, an indicators or signposts list can also 
depersonalise an argument by shifting attention to a more objective set of 
criteria, and provide clarity. 

Value added 

By providing an objective baseline for tracking events or targets, indicators 
instil rigour into the process and enhance the credibility of judgements.  An 
indicators list included in a finished product also allows the end user to track 
developments and builds a more concrete case for decision making.  By 
laying out a list of critical variables, red teams will be generating hypotheses 
containing why they expect to see particular factors, hence their arguments 
will be much more transparent to scrutiny by others. 

Method 

Whether used alone, or in combination with other structured analysis, the 
process is the same: 

 identify a set of competing hypotheses or scenarios; 

 create separate lists of potential activities, statements, or events 
expected for each hypothesis or scenario; 
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 regularly review and update the indicators lists to see which are 
changing; and 

 identify the most likely or most correct hypotheses or scenarios, 
based on the number of changed indicators that are observed. 

Developing two lists of indicators for each hypothesis or scenario may prove 
useful to distinguish whether a development is emerging.  This is particularly 
useful in a ‘what if?’ analysis, when it is important to make a case that a 
certain event is likely to happen. 
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Key assumptions check 

Identifying and reviewing the explicit and implicit assumptions on which 
fundamental judgements rest 

When to use and why 

This is most useful at the beginning of a project when an individual or a red 
team can spend time articulating and reviewing the key assumptions. 
Rechecking assumptions can also be valuable at any time prior to finalising 
judgements.  This ensures that the assessment does not rest on flawed 
premises.  Identifying implicit or hidden assumptions is difficult but very 
important as they are ideas that are held to be true, often unconsciously, and 
are therefore seldom examined or challenged.  

Value added 

Identifying assumptions during a project helps to: 

 identify flawed or faulty assumptions; 

 challenge weak assumptions; 

 ensure a robust basis for decisions; 

 explain the logic of the argument and expose faulty logic; 

 understand the key factors that shape an issue; 

 uncover hidden relationships and links between key factors; 

 identify developments that would cause you to abandon an 
assumption; and 

 prepare analysts for changed circumstances that could surprise them. 
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Method 

The aim is to consider how plans or ideas depend upon underpinning 
assumptions and to question the validity of those assumptions.  A four step 
process may be used. 

 Review the current line of thinking on an issue.  Write it down for all to 
see. 

 Articulate all the premises and assumptions, both stated and unstated, 
which must be true for this line of thought to be valid. 

 Challenge each assumption.  Ask why it must be true and whether it 
remains valid under all conditions. 

 Refine the list of key assumptions to contain only those that must be 
true for the plan or argument to be valid.  Consider under what 
conditions, or in the face of, what information these assumptions may 
not hold. 

Questions to ask during this process. 

 How much confidence exists that this assumption is correct? 

 What explains the degree of confidence in the assumption? 

 What circumstances or information may undermine this assumption? 

 Is a key assumption more likely a key uncertainty or key factor? 

 Is it a legacy assumption (true previously, but less so now) and is it 
time-sensitive? 

 If the assumption proves to be wrong, would it significantly alter the 
plan or argument and how? 

 Has this process identified new factors that need further analysis? 
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Logic mapping 

Ensure that the logic is complete and coherent by extracting and simplifying 
the key elements of the argument 

When to use and why 

This technique should map the logic underpinning an argument or decision, 
and identify faulty logic, logic leaps and gaps.  Logic may be mapped at any 
point in a project or planning process, but is specifically useful in identifying 
the links between evidence, assumptions, assertions, conclusions and 
deductions drawn. 

Value added 

Mapping the logic of an argument enables the red team to simplify and 
rationalise a complex set of logic links and dependencies, making any gaps 
or inconsistencies apparent.  The relative importance of assumptions, 
assertions and evidence to the conclusions drawn can be seen and 
assessed.  Orphan ideas4 and theories can be identified.  Objective 
presentation of a simple logic diagram enables leaps and gaps to be pointed 
out.  Thus, mapping logic enables the red teamer to safely challenge 
arguments based on emotion and instinct that may unintentionally skew a 
decision.  Applying this technique allows the logic underpinning the argument 
to be scrutinised, corrected, and for gaps in thinking, be addressed before 
decisions are made. 

‘Any intelligent fool can make things bigger, more complex, and 
more violent. It takes a touch of genius and a lot of courage to 
move in the opposite direction.’ 

Albert Einstein 

                                  
4Op Cit., JDN 3/11.   
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Method 

For this method, you should follow these basic steps.  

 As a team, read through, or listen to, the arguments and the evidence 
supporting them. 

 Use post-its or notes to record the key elements of the logic 
underpinning the argument.  Each post-it should contain one: 

o assumption; 

o assertion; 

o key argument; 

o deduction; and 

o conclusion. 

 Arrange the post-its on a wall or board, clustering similar themes and 
identifying the connecting or linking arguments and key 
dependencies. 

 Identify each cluster as a theme.  Note any orphaned post-its or 
clusters that do not fit into, or link with the others. 

 Create a diagram showing the key elements of the argument and one 
that identifies the critical logic links and issues.  This diagram should 
be used to brief the end user on the results of the analysis. 

 If the logic is flawed, identify what must be done to correct it where 
possible and what information is required to fill gaps. 
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Outside-in thinking 

Identifying the full range of factors that could shape an issue and that may 
not have been fully considered by the end user 

When to use and why 

This technique can be used at the beginning of a project, when the goal is to 
identify all the critical external factors that could influence how a particular 
situation will develop.  Outside-in thinking can reduce the risk of missing 
important variables early in a planning process.  It is also usefully revisited 
periodically throughout a project or plan to ensure that the analysis remains 
valid. 

Value added 

Most Defence staff think from the inside – namely, what they control – related 
to the broader world.  Thinking from the outside in begins by considering the 
external changes that may, over time, profoundly affect a plan or issue.  This 
technique enables the red team to detach themselves from their immediate 
thinking and think about issues in a wider conceptual and contextual 
framework.  By recasting the problem in much broader and fundamental 
terms, red teams are more likely to uncover additional factors, an important 
dynamic, or a relevant alternative hypothesis. 

Method 

You need to develop a generic description of the problem or the issue under 
study.  Then: 

 list all the key factors (social, technological, economic, environmental, 
and political) that could have an impact on the topic, but over which 
one can exert little influence (for example, globalisation, social stress, 
the internet, or the global economy); 

 focus next on key factors over which an actor can exert some 
influence.  In the business world this may be the market size, 
customers, the competition, suppliers or partners.  In the military 
domain it may include the actions or behaviour of allies or 
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adversaries; assess how each of these factors could affect the 
problem; and 

 determine whether these factors actually do have an impact on the 
particular issue based on the available evidence. 
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Figure A.1 – Example of external factors that may impact                        
on the problem space 
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Quality of information check 

Assessing the accuracy and reliability of the evidence base to establish a 
confidence level for subsequent judgements and decisions 

When to use and why 

Weighing the validity of evidence and information is a key feature of critical 
thinking.  The accuracy of the information drawn upon by the end user must 
be scrutinised in detail and where necessary challenged.  The confidence 
level an end user can have in their judgements and decisions depends upon 
the accuracy and reliability of the evidence base.  Checking the quality of 
information within the project should be a continuous process to prevent 
introducing flawed information after the initial checks.  Otherwise, important 
decisions can become anchored to weak information, and any caveats 
attached to that information in the past may be forgotten or ignored over time.  

Value added 

A thorough review of information sources and the evidence base provides red 
teams with an accurate information baseline.  It is also an opportunity to 
confirm that sources have been cited accurately.  This technique can reveal 
inadvertent errors in processing, translation, or interpretation that otherwise 
might have gone unnoticed.  A quality of information check can also be 
valuable to: 

 assess the quality and completeness of the evidence base; 

 identify information gaps and new information requirements; 

 assist end users in understanding how much confidence to place in 
evidence and information and the judgements derived from them; and 

 help to detect possible deception and denial strategies by an 
adversary. 
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Method 

A red team may begin a quality of information check by developing a 
database in which information and evidence is stored according to source 
type or reference and date.  This will have additional notations indicating 
strengths or weaknesses of those sources or the credibility of those 
references.  Ideally, the team should have a retrieval and search capability on 
the database to enable periodic reviews of the data.  For the information 
review to be fully effective, the red team will need as much background 
information on sources as is feasible.  Knowing the circumstances in which 
information or evidence was obtained is often critical to understanding its 
validity.  With the data readily available the red team can: 

 review systematically all sources for accuracy or references for 
credibility; 

 identify information sources or references that appear most critical or 
compelling; 

 check for sufficient and strong corroboration of critical reporting; 

 identify the key themes indicated in the evidence and assess the 
weight of evidence supporting specific conclusions; 

 re-examine previously dismissed information or evidence in light of 
new facts or circumstances that cast it in a different light; 

 consider whether ambiguous information has been interpreted and 
caveated properly; and 

 indicate a level of confidence in sources and references, for use in 
future assessments. 
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Surrogate adversary/role play 

Models the behaviour of an individual or group by trying to replicate how an 
adversary or another actor would think about an issue 

When to use and why 

When end users face the challenge of forecasting how an adversary, 
competitor or other actor may behave, there is a risk of falling into a mirror-
image problem.  That is, we can sometimes impute to a foreign actor the 
same motives, values, or understanding of an issue that we hold.  Traditional 
thinking sometimes assumes that foreign leaders or groups will behave as we 
would if faced with the same threats or opportunities.  History has shown that 
others often respond differently to events because of different cultural, 
organisational or personal experiences.  Red teams should try to consciously 
place themselves in the same cultural, organisational, and personal setting 
as the one in which the target individual or group operates. 

Value added 

Like devil’s advocacy and Team A/Team B techniques, playing a surrogate 
adversary or other actor is aimed at freeing the team from the prison of a 
well-developed mind-set; in this case, their own sense of rationality, cultural 
norms, and personal values.  Surrogate adversary and role play techniques 
transform the red teamer into an actor operating within the adversary’s 
culture and political context.  This form of role playing is useful when trying to 
replicate the mind-set of authoritarian leaders, terrorist cells, or non-western 
groups that operate under very different codes of behaviour or motivations. 
Often the technique can introduce new or different stimuli that may not have 
been factored into traditional thinking – such as the actor’s familial ties or the 
international political, economic, and military pressures felt by the individual. 
For example, surrogate adversaries may ask themselves, “What would my 
peers, family, or tribe expect me to do?”  Alternatively, a surrogate adversary 
or role player may pose the question to his colleagues, “How do we perceive 
the external threats and opportunities?”  Finally, this technique can factor in 
how personal power and status may influence an actor’s behaviour. 
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Method 

For this technique to work, it is essential that the red team contains advisors 
with in-depth understanding of the adversary, competitor or other actor.  They 
will need to understand relevant history, geography, politics, cultures and 
customs of the focus group.  It is likely that suitable experts will share an 
appropriate ethnic background or, have worked with, or closely studied, the 
group of interest.  In this technique, team members should follow the steps 
below.  

 Put themselves in the actor’s circumstances and react to stimuli as 
the actor would. 

 Develop a set of first-person questions that the actor would ask, such 
as, “How would I perceive incoming information?”.  “What would be 
my personal concerns?” or, “To whom would I look for an opinion?”. 

 Draft a set of policy papers in which the leader or group makes 
specific decisions, proposes recommendations, or lays out courses of 
actions.  The more these papers reflect the cultural and personal 
norms of the actor, the more they can offer a different perspective on 
the problem. 

Playing a surrogate adversary or other actor is not easy.  It requires 
significant time to develop a team of qualified experts who can think like the 
actor.  The red team has to work as though living in the world of the actor. 
Without a sophisticated understanding of the culture, operational 
environment, and personal histories of the actor, red teamers will not be able 
to behave or think like them.  Red teamers can never truly escape their own 
experiences and mindsets, but this technique can at least prevent them from 
unconsciously falling into mirror-imaging. 

 

 

 

 

A-26 Red Teaming Guide (2nd Edition) 



  Analytical techniques 

Team A/Team B 

Use of separate teams that contrast two (or more) strongly held views or 
competing hypotheses 

When to use and why 

If there are at least two competing views within an organisation or competing 
opinions on a key issue, then Team A/Team B analysis can be used to help 
resolve those differences.  Developing a full blown Team A/Team B exercise 
requires a significant time and resource commitment so it is worthwhile 
considering if the issue merits this kind of attention.  A longstanding strategic 
issue, a critical decision that has far reaching implications or a dispute within 
a community that has obstructed effective cross-agency cooperation would 
be grounds for using this technique.  If those circumstances exist, then red 
teams will need to review all of the data to develop alternative papers that 
can capture the essential differences between the two viewpoints. 

Value added 

The Team A/Team B approach can help opposing experts see the merit in 
the other’s perspective.  Conducting such an exercise can reduce the friction 
and even narrow the differences.  As a minimum, it allows those holding 
opposing views to feel that their views have been considered fully.  For the 
end user, this technique helps to reveal and explain important differences 
within the expert community.  Often senior officials can learn more by 
weighing well-argued conflicting views than from reading an assessment that 
masks substantive differences or drives analysis to the lowest common 
denominator.  By making the key assumptions and information used for each 
argument more transparent, an end user can judge the merits of each case, 
pose questions, and reach an independent judgement as to which argument 
is the strongest.  If opposing positions are well established, it can be useful to 
place staff on teams that will advocate positions they normally do not support.  
This will force a member of staff to argue for the other side and can often 
make them more aware of their own mind-set. 
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Method 

In the analysis phase, the team conducting a Team A/Team B exercise 
should: 

 identify the two (or more) competing hypotheses or points of view; 

 form teams or designate individuals to develop the best case that can 
be made for each hypothesis; 

 review all information supporting their respective positions; and 

 structure each argument with an explicit presentation of key 
assumptions, key pieces of evidence, and careful articulation of the 
logic behind the argument. 

In the debate phase, you should present alternative arguments and rebuttals 
in parallel fashion so they can then be organised for the benefit of other staff. 

 Set aside time for presenting the alternative team findings.  This can 
be an informal brainstorming session or a more formal debate. 

 Have an independent jury to listen to the presentations.  Be prepared 
to question the teams regarding their assumptions, evidence, or logic. 

 Allow each team to present their case, challenge the other team’s 
arguments and rebut the opponent’s critique of its case. 

 Let the jury consider the strength of each presentation and 
recommend possible next steps for further research. 
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Wargaming 

The employment of a scenario-based warfare model in which the outcomes 
and sequence of events affect, and are affected by, the decisions made by 
the players (a wargame), to assist decision making, improve understanding 

or develop operational skills 

When to use and why 

Wargaming can be used at any stage in a decision process, but is particularly 
useful when you need to evaluate or test courses of action or plans. 
Wargaming provides a safe environment in which to test decisions and 
assess the effectiveness of actions without risking assets. 

Value added 

Wargames conducted early in the process can assist you develop 
understanding and identify new information requirements.  Wargames 
conducted later can assist with identifying risks, the need for contingency 
plans and possible branches or sequels.  Unforeseen consequences and 
second- and third-order effects may also be identified as a result of 
wargaming.  When applied analytically and stochastically5, wargames may 
also be used to determine the probability of success of a particular plan or 
course of action. 

Method 

A separate Guide to Wargaming6 is due to be published early 2013 as a 
sister to this publication.  The guide explains the application and value of 
wargaming to various Defence problems.  It also gives guidance as to how to 
design and employ a wargame. 

 

                                  
5 Stochastic – having a random probability distribution or pattern that can be analysed statistically but not predicted 
precisely.  Concise Oxford English Dictionary (12th Edition). 
6 DCDC Guidance Note, Wargaming Guide due to published early 2013. 
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‘What if?’ analysis 

Challenging a strong mindset or a stated assumption that an event will not 
happen by assuming that it has occurred and exploring how it came about 

When to use and why 

This is a technique for challenging a strong mind-set by positing7 that events 
may not happen as planned or that a confidently made forecast may not be 
entirely justified.  It is similar to a high-impact/low-probability analysis, but it 
does not dwell on the consequences of the event as much as it accepts the 
significance of the event and moves directly to explaining how it may have 
come about.  A red team may employ this technique and repeat the exercise 
whenever a critical judgement is made.  Using this technique is particularly 
important when a judgement rests on limited information or unproven 
assumptions. 

Value added 

By shifting the focus from whether an event could occur to how it may 
happen, the red team suspends judgement about the likelihood of the event 
and focuses more on what developments (even unlikely ones) may enable 
such an outcome.  It can free red teams from arguing about the probability of 
an event to considering its consequences and developing some indicators or 
signposts for its possible emergence.  It will help red teams understand the 
impact of an event, the factors that could cause or alter it, and likely 
signposts that an event is imminent, and provide relevant input to the 
planning process. A ‘what if?’ analysis can complement a difficult judgement 
and caution the end user against accepting the conventional wisdom without 
considering the costs and risks of being wrong.  This can help end users 
consider options, including the unlikely. 

 

 

                                  
7 Positing – put forward as fact or as a basis for argument.  Concise Oxford English Dictionary (12th Edition). 
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Method 

‘What if?’ analysis must begin by stating clearly the accepted line of thinking 
and then stepping back to consider what alternative outcomes are too 
important to dismiss, even if unlikely.  Brainstorming can develop one or 
more plausible scenarios in which the unlikely event occurs.  In this 
technique, you should follow these steps: 

 assume the event has happened; 

 select triggering events that permitted the scenario to unfold to help 
make the ‘what if’ more plausible; 

 develop a line of argument based on logic and evidence to explain 
how this outcome could have come about; 

 work backwards from the event in concrete ways – specify what must 
actually occur at each stage of the scenario; 

 identify one or more plausible pathways or scenarios to the unlikely 
event; very often more than one will appear possible; 

 consider the scope of the positive and negative consequences of 
each scenario and their relative impacts; 

 generate a list of indicators or observables events for each scenario 
that would help to detect the beginnings of the event; and 

 monitor the indicators developed on a periodic basis. 

‘Military history is full of surprises…. Surprises happen so often, 
that it is surprising that we're still surprised by it.' 

Paul Wolfowitz 

Additional guidance on analytical techniques may be found in a US 
government publication, A Tradecraft Primer: Structured Analytical 
Techniques for Improving Intelligence Analysis, March 2009. 
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Lexicon 

This Lexicon lists terms and their definitions relating to red teaming.  The 
majority are working definitions that the Defence community can use.  If the 
term already has a doctrinally endorsed definition, its source is shown in 
brackets.  Those terms and definitions shown in coloured font are ones we 
propose to be included into the UK’s Terminology Database. 

Working definitions 

alternative analysis 
The deliberate application of independent critical thought and alternative 
perspectives to improve decision making.  (Note, this is NATO’s current 
working definition). 

alternative futures analysis 
Systematically explores multiple ways a situation can develop when there is a 
high degree of complexity and uncertainty. 

analysis of competing hypotheses 
Evaluates the strength and consistency of the evidence underpinning or 
contradicting each hypothesis. 

assertion 
A deductive statement made without supporting evidence.  A confident 
statement of fact or belief.  (Concise Oxford English Dictionary) 

assumption 
A rational statement believed to be true and designed to represent the truth, 
used to drive analytical process in the absence of information.  Explicit 
assumptions are those that are identified and stated in the text. Implicit 
assumptions are made unconsciously and may be long-held and 
unchallenged. 

bandwagon effect 
A tendency to do or believe things because many other people do or believe 
the same. 
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bias 

Distortion of thinking and perceptions that can lead to false assumptions and 
flawed analysis.  (JDN 3/11) 

blue (team) 
Sometimes used to denote the planning team in campaign or operational 
planning.  Also used to denote friendly or allied forces in a wargame. 

brainstorming 
The generation of new ideas, theories and concepts in an unconstrained but 
structured environment. 

brown (team) 
Considers an issue from the perspectives of actors that are neither 
supportive nor adversarial.  Used to denote neutral actors or civilian 
population in a wargame. 

coherence analysis 
Assessing the coherence of ideas and themes across the document(s); 
identifying contradictions and conflicting ideas within the argument.   

concept test 
Colloquial term for strategic red teaming: a combination of diagnostic red 
teaming techniques and content analysis applied to doctrine, concepts, policy 
and strategy documents and ideas.  

confirmation bias 
The tendency to search for or interpret new information in a way that confirms 
one’s preconceptions and to irrationally avoid information or reject new 
evidence that contradicts an established view. 

culture 
The shared concepts that guide what people believe and how they behave.  It 
includes the ways that they are organised, their beliefs and values, and the 
ways in which they interact with each other and outsiders. 
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deception detection 
A check of the veracity of the information by identifying whether deception 
may be present. 

devil’s advocacy 
Challenging a single, strongly and widely held view or consensus by building 
the best possible case for an alternative explanation. 

document weighting analysis  
Assessing the weight of individual themes within the document(s) in terms of 
volume of work, emphasis and deductions. 

end user 
The recipient of the red teaming product.  May be a commander in a planning 
exercise, project or programme manager, policy or strategy lead, or 
acquisition leader. 

experimentation 
The use of a scientific or controlled procedure to make a discovery, test a 
hypothesis or prove a known fact. 

gap analysis 
Identifying key omissions, missing themes and ideas and absent conclusions 
from supporting evidence; assessing content against terms of reference, 
guidance or directives received.  

green (team) 
Considers an issue from the perspectives of friendly actors.  Used to denote 
indigenous security forces in a wargame. 

groupthink 
The desire for solidarity or unanimity within a staff or team constraining wider 
alternative thinking. 

high impact/low probability analysis  
Assesses the potential impact of seemingly low probability events that would 
have major repercussions. 
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independence 
Meet the requirement to provide alternative views and avoid group-think by 
being separate from the planning or project process. 

indicators or signposts of change 
Periodic review of a list of observable events or trends to warn of 
unanticipated change. 

key assumptions check 
Identifying and reviewing the explicit and implicit assumptions on which 
fundamental judgements rest.  

learning culture 
The culture within an organisation which actively promotes and accepts 
learning and development. 

logic mapping 
Ensure that the logic is complete and coherent by extracting and simplifying 
the key elements of the argument. 

mirror imaging 
Ascribing to a foreign actor the same motives, values, or understanding of an 
issue that we hold.  Assuming that foreign leaders or groups will behave as 
we would if faced with the same threats or opportunities. 

mind-set 
An habitual way of thinking. 

planning team 
A team of individuals primarily in the J3/J5 function developing an operational 
plan for a joint force commander. 

optimism bias 
The tendency for people to be over-optimistic about the outcome of a 
planned course of action. 
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outside-in-thinking 
Identifying the full range of factors that could shape an issue and that may 
not have been fully considered by the end user. 

paradigm blindness 
A ‘why change what has worked in the past’ attitude leading to predictable 
actions or failure to recognise changes in adversary actions.  

quality of information check 
Assessing the accuracy and reliability of the evidence base to establish a 
confidence level for subsequent judgements and decisions. 

red cell 
In operational planning the red cell is the J2-led team responsible for 
developing the adversary’s perspective, estimate and CoAs.  Also, the term 
for the opposing force in a wargame. 

red team 
A team that is formed with the objective of subjecting an organisation’s plans, 
programmes, ideas and assumptions to rigorous analysis and challenge.   

red teaming 
The independent application of a range of structured, creative and 
critical thinking techniques to assist the end user make a better 
informed decision or produce a more robust product.               
(Proposed definition) 

role play/surrogate adversary 
Models the behaviour of an individual or group by trying to replicate how an 
adversary or another actor would think about an issue. 

strategic red teaming 
A combination of diagnostic red teaming techniques and content analysis 
applied to doctrine, concepts, policy and strategy documents and ideas. 
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Lexicon-6 Red Teaming Guide (2nd Edition) 

Team A/Team B 
Contrast of two (or more) strongly held views or hypotheses by using teams 
to debate and capture the essential differences, similarities, pros and cons of 
each relevant position. 

wargame 
A scenario-based warfare model in which the outcome and sequence of 
events affect, and are affected by, the decisions made by the players.  
(Proposed definition) 

wargaming 
The use of a wargame to assist decision making, improve 
understanding or develop operational skills.  (Proposed definition) 

wild card 
An unpredictable element or unforeseeable factor. 

‘what if’ analysis 
Challenging a strong mindset or a stated assumption that an event will not 
happen by assuming that it has occurred and exploring how it came about. 
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